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I. Introduction
With the recent explosion in the use of the Internet and computer technology, the federal government has been struggling to keep up. Some federal laws in place now were written years ago and do not seem to apply to the new areas opened by technology. It has been observed that: "[m]ost state and federal anti-gambling statutes were written before the advent of the Internet, which created a loophole, a gray area, that has proven both lucrative and scarcely legal."' One area in which the federal government is considering broadening its enforcement powers is Internet gambling. Although Internet gambling is a relatively new activity, the government has been struggling with the issue of gambling for many years. If Congress enacts legislation giving the federal government jurisdiction over Internet gambling, not only will states' rights be affected but also Native American sovereignty. Native American tribes are watching any proposed laws to ban Internet gambling closely. They are concerned that a ban on Internet gambling would prevent them from doing what the federal government and states are allowing them to do now, legally. The only difference is that they want to expand their casinos into cyberspace. It is not clear at this point whether, if passed, a ban on Internet gambling would or should apply to Native American tribes already engaged in the operation of legal casinos.
This comment will explore existing and proposed anti-gambling laws and their applicability to Internet gambling. The analysis will be set against the background of Native American sovereignty as applied to gaming. In the end, the comment will offer a course of action for the government that seems to adequately address the dangers of Internet gambling while respecting both Native American and state sovereignty.
Since online gambling first emerged in 1994, at least 120 sites have been established? These sites offer gambling similar to the games played at "real" casinos such as blackjack, slots and poker. One author described the future of Internet gambling by stating:
Take a stroll down Money Lane. Three dimensional pictures with vivid colors illuminate your first stop on the Internet: Casino Antigua. Next door is Casino Belize. Enter and meander through virtual poker tables surrounded by virtual people and dealers. Virtual slot machines clang with awards, sounds blasting from the speakers attached to your personal computer. Across the way is the virtual lounge. Have a seat, have a virtual drink. Chat with the stars or have a live cyber-affair with a user from any part of the world. The technology is here and the program will soon follow Some sites offer players real-time playing experiences while other sites require users to download proprietary software applications to their own computer.! Methods of payment seem to differ slightly.
Some sites require that real money, either from a credit card or an electronic wallet, be used for each wager. Other sites allow users to gamble with "chips" that may or may not be redeemed for money. The latter type of site typically seek to derive their revenue from banner advertising or periodic "membership" fees that are unrelated to the amounts wagered.4
III. Existing Federal Laws
Although gambling regulation has been primarily left to the states, the federal government has the authority under the Commerce Clause to regulate gambling activity that affects the flow of interstate commerce! "Five federal statutes appear to have direct applicability to online gambling: the Wire Act;r] the Travel Act;r the Interstate Transportation of Wagering Paraphernalia Act; [' ] the Professional and Amateur Sports Protection Act, [" ] and the federal aiding and abetting statute. ['] ' ' To date, only the Wire Act has been applied in prosecution of Internet gambling, but the question of its applicability has still not been determined. Although the Wire Act prohibits gambling operations from receiving illegal sports bets over interstate and international wires, it is unclear whether the act applies to the Internet. The act does not specifically mention casino-style games of chance. The Act states in part:
Whoever being engaged in the business of betting or wagering knowingly uses a wire communication facility for the transmission in interstate or foreign commerce of bets or wagers or information assisting in the placing of bets or wagers on any sporting event or contest, or for the transmission of a wire communication which entitles the recipient to receive money or credit as a result of bets or wagers, or for information assisting in the placing of bets or wagers, shall be fined under this title or imprisoned not more than two years, or both. 4 Because Internet gambling depends on interstate wires to transmit bets, it is reasonable to believe that the Wire Act provides the legal justification for Congress to declare Internet gambling illegal. "Although the issue has not yet been adjudicated, providers of on-line gambling would likely fall under the'wire communication' language of the statute since Internet communications are transmitted over phone lines."'" Access providers and individual gamblers do not appear to be subject to liability under the Act because they do not qualify as individuals "engaged in the business" of gambling.
6 Even though the Wire Act seems best suited to be applied to Internet gambling it was enacted to cover professional gambling and therefore leaves the casual bettor unaffected.
The Travel Act was enacted to prevent organized crime from travelling interstate in furthering illegal activity. 7 "Although the purpose of the Act was
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to prohibit illegal syndicated gambling, the scope of the Act may reach on-line gamblers who use interstate facilities, such as telephone lines, to access the Internet in furtherance of illegal activities."" The statute "subjects to penalty persons using 'any facility in interstate or foreign commerce... with the intent to ... further any unlawful activity.' The statute defines unlawful activity as 'any business enterprise involving gambling.""' Consequently, this statute may subject both operators of Internet gambling sites and online gamblers to liability.-When Congress passed the Interstate Transportation of Wagering Paraphernalia Act, it was meant to stop the distribution of materials used in illegal gambling.' The Act prohibits "individuals from knowingly sending or carrying in interstate or foreign commerce any 'paraphernalia' or 'other device' to be 'used .. .or designed for use' in illegal gambling."" Under this Act, operators of Internet gambling sites would be subject to criminal penalties when they shipped their software over state lines." In fact, the United claimed that the transactions occurred offshore and that no state or federal law regulates Internet gambling." They based much of their defense on the fact that they were a legitimate business, licensed in Antigua, and were in total compliance with Antiguan laws.O In disagreeing with the respondent's arguments, the court found that federal laws did apply and that they were violated.e The trial court found that the Wire Act, Travel Act and Wagering Paraphernalia Act all applied because each specifically state in their language that they apply to "foreign commerce." For example, the court looked at the Wire Act's legislative history, which states:
The purpose of the bill is to assist various states and the District of Columbia in the enforcement of their laws pertaining to gambling, bookmaking, and like offenses and to aid in the suppression of organized gambling activities by prohibiting the use of wire communication facilities which are or will be used for the transmission of bets or wagers and gambling information in interstate and foreign commerce.
4
The court held that the Internet site was offering gambling services to New York residents in direct violation of New York and federal laws 9 The court granted the Attorney General injunctive relief as well as a bond by GCC to ensure that no future violations would occur. ' The court also determined that [Vol. 25
https://digitalcommons.law.ou.edu/ailr/vol25/iss1/6 restitution, penalties, and costs would be awarded to the State, the amount of which to be determined at a later hearing' While this case was important in determining the reach of federal antigambling laws, it is hardly dispositive. The question still remains as to whether the United States can prosecute foreign citizens operating an Internet gambling site if their only contact with the United States is through the site.
V. Proposed Federal Legislation
To address the ambiguity in the Wire Act, Congress has been considering legislation that would ban Internet gambling on the federal level. In 1998, the Senate adopted, by a vote of 90-10, an Internet gambling bill, but the legislative session ended before any other action was taken. This year, that same legislation was reintroduced by Sen. Jon Kyl (R-Ariz.), entitled the "Internet Gambling Prohibition Act.' 's The bill, Senate Bill 692, was referred to the Senate Judiciary Committee and was sent to the Senate floor on June 17, 1999. On November 19, 1999, the bill was passed by the Senate and referred to the House of Representatives. As of this writing, no further action was taken on the bill but it is expected to be considered when Congress reconvenes on January 24, 2000. One of the purposes of the bill is to clarify that the Wire Act covers all forms of telecommunications used to transmit all types of gambling.' Senate Bill 692 would amend the federal criminal code to make it unlawful for "any person engaged in a gambling business to knowingly use the Internet or any other interactive computer service to: (1) place, receive, or otherwise make a bet or wager, or (2) send, receive, or invite information assisting in the placing of a bet or wager.' 55 The penalties for violation of the Senate Bill 692 are as follows:
A person engaged in a gambling business who violates this section shall be-(A) fined in an amount equal to not more than the greater of (i) the total amount that such person bet or wagered, or placed, received, or accepted in bets or wagers, as a result of engaging in that business in violation of this section; or (ii) $20,000 (B) imprisoned not more than 4 years; or [Tihe prohibition in this section does not apply to any otherwise lawful bet or wager that is placed, received, or otherwise made on any game that constitutes class II gaming or class mH gaming, or the sending, receiving, or inviting of information assisting in the placing of any such bet or wager ....
Among the conditions that must be met to lawfully conduct Internet gambling are that each person must be physically located on Indian lands and the game must be conducted on a closed-loop, subscriber-based system or a private network.
3 As written, the bill would allow Indian tribes to offer Internet gambling services only to people physically located on their lands. This prohibits the tribes from reaching beyond their borders to expand their clientele. It appears that a tribe could operate an Internet gambling site as long as both ends of the transmission are located on Indian lands, even if located in different parts of the country, as long as they use a closed network. As this comment will https://digitalcommons.law.ou.edu/ailr/vol25/iss1/6 explore, the exception in the bill for Native American tribes appears to be a Pyrrhic victory.
Proponents of the ban on Internet gambling cite substantially similar arguments to those urged for regulation of "conventional" gambling. The dangers of addiction, effect on families and corruption of youth apply just as much to Internet gambling. Internet gambling, however, amplifies some of those dangers to a new level. The accessibility of the Internet to minors makes it easier for a minor to engage in gambling activities. While casinos can and must monitor and verify the ages of their customers there is no such opportunity on the Internet. There are few requirements beyond having a valid credit card that keep people out of those sites. A minor who uses his parent's credit card can easily gain access to gambling sites. The other danger of online gambling which is magnified in cyberspace is unfair payouts and odds manipulation. In commenting on this danger one author stated, "because Internet gambling is unregulated, consumers don't know who is on the other end of the connection. The odds can be easily manipulated and there is no guarantee that fair payouts will occur. Anyone who gambles over the Internet is making a sucker bet. Typically, states allow only highly regulated types of gambling like lotteries, charitable bingo, pari-mutuel wagering on horse racing and private or social gambling." States allow gambling for the primary goal of raising tax revenues and creating jobs but states fear that Internet gambling will actually take jobs away and direct the revenues to private persons who usually are not a resident of that state. 'f gambling in one state will substantially affect the economic status of another state, the federal government is authorized to intervene through 
VI. Native American Sovereignty
To fully understand the applicability and effect of the Internet Gambling Prohibition Act on Native American casinos, any analysis must start with the basis of tribal sovereignty and the Indian Gaming Regulatory Act (IGRA)' Native Americans have struggled to claim and define their own sovereignty since Europeans first populated the North American continent. As time has passed, the federal government and Native American tribes have made strides toward a symbiotic relationship. Although the federal government has extended wide grants of power to Native American tribes, the government still has ultimate control. Native Americans have found themselves in a tenuous position, caught between federal and state sovereignty. "Native Americans are not only citizens of the tribe, but also of the United States and the state in which they reside. This 'triple citizenship' creates an ambiguous matrix of regulatory and other jurisdictional requirements for Indians, on and off their reservations."" The roots of tribal sovereignty can be traced back to 1831 when the United States Supreme Court decided Cherokee Nation v. Georgia' In deciding that case, Justice Marshall "announced a new category of legal status for the 'tribes which reside within the acknowledged boundaries of the United States', asserting that they were not 'foreign nations', but 'domestic dependent nations."'" That is not to say that the federal government retains no control. Native Americans are subject to the jurisdiction of their tribal governments and are not subject to https://digitalcommons.law.ou.edu/ailr/vol25/iss1/6 the jurisdiction of the state in which the reservation is located!" It is important to know that both the tribal governments and the individual Indians are not completely free from control but they are subject to the plenary power of Congress to legislate for them.' Although Congress holds that power, Congress uses it sparingly, leaving much of the tribal government unregulated by the federal government. Although tribal governments and the federal government have clashed, the major source of contention remains between the tribes and the states. A tribe located in a certain state is largely free from that state's control.
The tensions between Native American tribes and state governments have come to a head in recent years over the issue of gambling. In fact, "[tihe appearance of Indian gaming on the national landscape has caused abundant and often bitter contention between tribal leaders and state governments over who should have the right to control gambling on Indian land."' 0 Indian gaming began in the late 1970s and involved only reservation bingo halls and card rooms throughout the country. ' As some tribes, including the Mission Indians in California, the Seminole Tribe in Florida, the Oneida Tribe in Wisconsin, and the Mashantucket Pequot Tribe in Connecticut sought to expand their operations, state officials objected.' The States complained that the expanded gaming violated state gambling laws and threatened to close many of the Indian gaming operations.
" The tribes fought back, arguing that because they were sovereign nations, state law did not apply to their activities on the reservation." Eventually, the United States Supreme Court was faced with this issue in 1987 with California V. Cabazon Band of Mission Indians. The case proved to be a victory for the Indians as the Supreme Court held that "as long as state law did not explicitly prohibit a form of gambling altogether, tribes could run games according to their own regulatory regimes, ignoring state or local laws concerning hours of operation, betting limits, and other similar details."'" The court further stated that "tribal sovereignty is dependant on, and subordinate to, only the Federal Government, not the States."" The outcome of this case was encouraging for tribes that were considering the use of gambling as a source of tribal income. During the 1980s, many states began endorsing various forms of gambling mainly through the adoption of state lotteries.u In accord with the ruling in Cabazon, tribes could argue that gambling no longer violated public policy in those states with state-sanctioned gambling." Now that the tribes were holding all the cards, the states went to Congress for help.
See Note, The Indian Bill of Rights and the Constitutional Status of Tribal Governments

VIL The Indian Gaming Regulatory Act
In an effort to strike a compromise between state and tribal sovereignty, Congress enacted the Indian Gaming Regulatory Act of 1988 (IGRA).90 The Congressional findings in the statute are set out as follows:
Congress finds that: (1) COMMENT when they picture a casino. The statute defines class I games as "all forms of gambling that are not class I gaming or class II gaming." In order for tribes to offer class III games on their land they must fulfill three requirements under the IGRA. "Fst, the tribal government itself must adopt an ordinance, approved by the federal government, authorizing such gaming. Second, the tribal lands must be 'located in a State that permits such gaming for any purpose by any person, organization, or entity.' And third, the tribe must form, with the state, a Tribal-State compact' that regulates by joint agreement the conduct of the gaming activity."" The last requirement has proven to be a major source of litigation between tribes and states. The statute requires a state to negotiate with a tribe in good faith and it gives the tribes a remedy against states that do not fulfill their part." The IGRA provides the federal district courts with jurisdiction to hear disputes between tribes and states. If such a dispute arises and "a state could not prove that it had negotiated in good faith, the court was authorized to order a state to conclude a compact with the tribe within sixty days. If the state failed to accomplish this, the tribe and state would be compelled to submit their last best offers to a federal mediator who would chose between the two.'" States have challenged this infringement on their sovereignty claiming that they are immune to suit under the Eleventh Amendment.'' In 1996, the United States Supreme Court in Seminole Tribe v. Florida held that "Congress lacked the power under the Indian Commerce Clause of the Constitution' to abrogate the state's Eleventh Amendment sovereign immunity against suit in federal court."" At first blush, it appeared that the decision took away the only recourse that tribes had against noncooperative states. In fact, it did just the opposite as it made it easier for tribes to obtain the gaming conditions that they wanted.' 0 ' Under the IGRA, if a state refused to follow the decision of the mediator, as described earlier, the Secretary of the Interior would be notified.'" At that point the Secretary of the Interior, who has jurisdiction over Indian affairs, decides, in consultation with the tribe, which type of class Im gaming will be permitted.'" "One plausible reading of this scheme is that if a state refuses to negotiate about gambling with a tribe and a court can no longer order it to do so, then the state's input is simply bypassed altogether. In the end, then, the decision on procedures for The Indian Gaming Regulatory Act is still the primary scheme under which tribal gaming has flourished even though the tribes and states are not totally comfortable with the results and effects of the Act. Although it would appear that Indian tribes have received the "upper-hand" because of the Act, they continue to comment on the apparent intrusion on their sovereignty. Their arguments has been stated as follows:
Because tribal leaders see their tribes as sovereign entities, they believe that they should have the same right to make decisions for their territory as any state government has for its territory. Since no state expects to be able to dictate to any other state what decisions it should make about legalized forms of gambling, why then, tribal leaders ask, do states feel that they have the right to shape or dictate gambling policy on Indian territory? Just as New Jersey is free to establish casinos in Atlantic City without interference from New York, and New York is able to run its lottery or off-trackbetting enterprises without oversight by Connecticut, so too, the tribes feel, they should be entitled to make independent decisions regarding gambling policy. Therefore, tribal leaders regard the IGRA's requirements that they must even negotiate with surrounding states as a derogation of their sovereignty."U As mentioned earlier, litigation involving Internet gambling is still in its infancy but there have been a few cases that have proven to be good indicators of the legal issues at stake. 
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The critical issue on appeal was whether the gaming was taking place "on Indian lands."'" The court decided that if the Tribe's lottery was being conducted on its lands, then the IGRA would completely preempt the state's ability to regulate or prohibit the activity.' Alternatively, if the lottery was being conducted in Missouri, the IGRA would not preempt any state law claims." m The court remanded the case for the District Court to determine whether the Tribe's Internet lottery is a gaming activity on Indian lands." t It is interesting to note, however, that the Coeur D'Alene Tribe was also involved in a suit with AT&T in which this very issue was decided. In AT&T Corp. v. Coeur DAlene Tribe", the court granted AT&T's motion for a declaration that the firm was not required to serve the tribe with toll-free interstate service to any state in which the operation of U.S. Lottery would violate that state's law."m Ultimately, the court found that the IGRA requires that the gambling activities must occur on lands within the reservation, and that the IGRA has no application to gaming activities outside the limits of the reservation. The court concluded "that ordering a chance was an activity material to the Lottery's operation, and since the proposal for the 800 number contemplated orders being placed from states other than Idaho, the proposed gaming activities were not 'on Indian lands."".. bets by telephone while off the reservation is not gaming on "Indian lands," neither is placing bets over the Internet. Although these cases were not brought pursuant to any federal statute such as the Wire Act, the reasoning from these cases will most likely predict the outcome in future cases involving Internet gambling. These cases determined that the IGRA does not give Indian tribes the authority to operate gambling activities off the reservation and would, therefore, seem to prevent Indian tribes from operating Internet gambling sites.
VIII. Economic Considerations
Weighing heavily into the decision to ban Internet gambling will be the economic interests of the states. States have a significant economic interest in the forms of gambling that they allow in their state as a source of revenue. 
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States view the expansion of Indian gaming into cyberspace as the loss of significant revenue for themselves. It is apparent that "states have their own vested economic interests in taxing non-Indian gaming, which can be a significant source of revenue. States are not likely to favor Indian gaming, which they cannot tax, when it is likely to compete with gambling enterprises on non-Indian land."" Tribal casinos are tax-free enterprises under federal law and, therefore, have a big advantage over other gambling operators." However, states can reap big profits from Indian casinos through state-tribal compacts under the IGRA. The tribes want the least amount of competition possible so they are willing to pay states considerable fees as an incentive to minimize off-reservation gambling." An example of this kind of agreement can be found between the Mohegan Tribe and the State of Connecticut. In 1994, "the Mohegan Tribe had signed an agreement with Connecticut promising an annual payment to the state of twenty-five percent of slot-machine revenues or at least $80 million as long as Connecticut law enforced a Pequot-Mohegan slot-machine duopoly."' ' It is inevitable that both the states and Indian tribes will clash in their attempt to lobby Congress on this issue.
Indian tribes, however, cite considerations beyond pure economics in support of their expansion into cyberspace. Although Indian gaming has proven to be essential to tribal growth, the reality is that only a small number of tribes have benefitted.'" "As of February, 1997, the National Indian Gaming Commission reported there were 115 tribes with class III operations and 164 tribe/state compacts in twenty-four states. Less than one-third of the tribes in the United States have gaming operations. Indian gaming is only 5% of the entire gaming industry."'" Notwithstanding some tribes' success, Indian reservations are among the poorest communities in the United States." Tribes use their gaming profits on things such as "law enforcement, education, economic development, tribal courts and infrastructure improvement.'" Tribes are using gaming profits to fund social service programs, scholarships, health care clinics, new roads, new sewer and water systems, adequate housing, chemical dependency treatment programs and dialysis clinics, among others."'' The 
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Published by University of Oklahoma College of Law Digital Commons, 2000 tribes feel that their gaming enterprises should be given the same opportunities as those sponsored by state governments or else the result would undermine the concept of tribal sovereignty. The money that tribes have made from their casinos has been critical in building infrastructure and strong tribal governments. The income from gambling has "enabled tribes to invest in education and social services for their people, to enlarge their land base, and in some cases to develop other, nongambling, economic enterprises. In short, gambling has reduced tribal dependency while increasing tribal visibility at the local, state, and national levels." 4 " Of course, with jobs and income from gambling follow the traditional vices associated with gambling. It is clear that "[glarning holds some hope for reducing Indian poverty, but it is not a panacea.""
IX. Conclusion: To Regulate or Ban, That Is the Question
Congress is faced with an admittedly tough decision: should it ban Internet gambling altogether, should it institute a partial ban through strict regulation, or should it do nothing at all? It is clear that the third option is not realistic considering the social dangers involved.
A better solution is to ban Internet gambling altogether but the impossibility of enforcing that ban quickly becomes apparent. As technology advances, new techniques of evading detection on the Internet also advance. Experience has shown that "hackers" are always one step ahead of the safeguards in place. The federal government would spend an enormous amount of money and resources chasing technologically savvy gambling operators around the vast Internet. Furthermore, as discussed earlier, providers can search out foreign countries where Internet gambling is legal and set up there. The United States would be faced with serious international law issues in trying to stop those businesses.
In a total ban scenario, states and Indian tribes would lose an opportunity for increased revenue. In terms of the states, serious issues of federalism would likely embroil the federal government in years of litigation. It seems that the hardest hit would be the Indian tribes. The passage of the IGRA and the growth of gaming on Indian lands have provided Native American tribes with the financial means to assert and strengthen their position as "sovereign domestic nations." In a short period of time they have been able to build strong tribal governments and purchase back land that was taken from them long ago. A ban on Internet gambling would seem to push Indian sovereignty a step backwards. It would be a bitter reminder of the inferior status the federal government has given them. Further, the ban would seem to put a cap on the growth of Indian tribes. Many successful Indian tribes with casinos appear to be reaching their potential. The expansion into cyberspace would give them a whole new source
